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FINANCIAL MONITORING IN UKRAINE

Abstract. The research is devoted to the analysis of the role of the National Bank of Ukraine in ensuring the effectiveness
of financial monitoring as a key element of ensuring the financial security of the state. The paper highlights the peculiarities
of financial monitoring in Ukraine, identifies the main tasks and mechanisms for its implementation in the context of current
economic challenges. The legal framework governing financial control in the country, including legislative initiatives and
Ukraine's international obligations in the field of combating money laundering and terrorist financing (AML/CFT), is considered.
The role of state regulators, in particular the National Bank of Ukraine, in creating an effective system of supervision over
financial transactions and ensuring an appropriate level of coordination between banking and non-banking institutions is
investigated. Particular attention is paid to the adaptation of the national financial monitoring system to international standards
and recommendations of such organisations as the Financial Action Task Force on Money Laundering (FATF), the Organisation
for Economic Co-operation and Development (OECD) and the Basel Committee on Banking Supervision. The author analyses
real-life examples of violations in the field of financial monitoring, which demonstrate the existing gaps in regulation and
indicate the need to improve regulatory policy. Potential areas for improving the financial control system are identified,
including increasing the transparency of financial transactions, introducing the latest data analysis technologies, expanding
the possibilities for cooperation between government agencies and financial institutions, and increasing liability for violations
in this area. The paper formulates practical recommendations for further development of the financial monitoring system in
Ukraine aimed at increasing its effectiveness in the context of growing financial threats and economic instability. The emphasis
is placed on the need for an integrated approach to financial supervision that takes into account both national peculiarities and
international experience in combating financial fraud and money laundering.
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®IHAHCOBWI MOHITOPUHI B YKPAIHI

Anomauin. Hayxoee oocnioscenna npucesuene ananisy poni Hayionanwbnozo 6anky Ykpainu y 3abe3neuenui eghekmugHoc-
mi PIHAHCOB020 MOHIMOPUHZY SIK KAIOHUOBO20 eleMEeHmd 2apanmysanis QIHancogoi besnexu depacasu. Y pobomi euceimieno
ocobnueocmi (hyHKYIOHY8aAHHS (PIHAHCOB020 MOHIMOPUHEY 8 YKpaiHi, BUSHAUEHO OCHOBHI 3A80AHHS MA MEXAHIZMU U020 peaJli-
3ayii @ yMOBAX CYHACHUX eKOHOMIYHUX BUKAUKIG. Posenanymo nopmamugno-npasogy 6azy, wo pe2ynoc Qinancosuii KOHmpons y
Kpairi, 6KAOUAIOYUU 3aKOHO0ABY] IHIYIAMUBU Ma MIDCHAPOOHI 30008 ‘a3anus Vikpainu y chepi npomudii 6iomusanio kowmis i
¢inancysannio mepopusmy (IIBK/®T). [locrioacero pons depoicagnux pe2ynsimopis, 3okpema Hayionanvrnoeo 6anxy Yxpainu, y
CMBOPeHHI eheKmuBHol cucmemu Ha2is0y 3a QIHAHCOBUMU ONePaAYiaMU MA 3aDe3NeUeHH] HATIEHCHO20 PIGHS KOOPOUHAYIT Midic
OaHKiecbKuMU ma Hebaukiscokumu ycmanosamu. Ocobaugy ysacy npuodiieno aoanmayii 6imuusHAHoL cucmemu (QiHaHco8020
MOHIMOPUH2Y 00 MINCHAPOOHUX CIAHOAPMIE Ma PeKOMeHOayill makux opeanizayii, sx I pyna 3 po3pobku (inancosux 3axo0ie
bopomvou 3 siomusannam epowelil (FATF), Opeanizayis ekonomiunoeo cniepobimnuymea ma possumky (OECP) ma Baseno-
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CbKULL KoMimen 3 6aHKIBCbKo2o Ha2asidy. TIpoananizoeano peaibHi npukiaou nopyuieHs y cepi iHanco8o2o0 MOHIMoOpuHey,
Wo 0eMOHCMPYIOMb ICHYIOU NPOANUHU 8 PE2YNI0BANHT A 6KA3YIOMb HA HEOOXIOHICMb YOOCKOHANEHHS pe2yAamopHOi nonimu-
Ku. Busnaueno nomenyitini nanpsamu 600CKOHANEHHs CUCTEMU (DIHAHCOB020 KOHMPOIO, GKIIOUAIOYU NIOBULYEHHS NPO30POC-
mi @inancosux onepayiti, 3anpoBAONCEHHs. HOGIMHIX MEXHONO2IU AHANIZY OAHUX, POSUUPEHHS. MONCTUBOCMEN CRIBNPAYT MIdIC
0eparcasHUM Op2anamy ma QIHaAHCOBUMU YCMAHOBAMU, a MAKOIC NOCULEHHS 8i0N08I0anIbHOCHI 3a NopYyuleHH: Y yill cepi. YV
pobomi chopmosani npakmuuHi pekomeHOayii oo NOOAILULO20 PO3EUMKY CUCEMU (PIHAHCOB020 MOHIMOPUH2Y 6 YKpaini,
CNpAMOBAHT HA NIOBUWEHHS [T ehekmUBHOCII 8 YMOBAX 3POCMAIOYUX DIHAHCOBUX 3A2PO3 MA eKOHOMIYHOI HeCcmabiibHOCI.
3pobreno akyenm na neoOXiOHOCmi KOMIIEKCHO20 NiOX00Y 00 (PiHaHC08020 HAIADY, WO 8PAXOGYE AK HAYIOHANbLHI 0COOIUBOC-
mi, max i MidcHapoOHul 00c6i0 y bopomuvoi 3 PIHAHCOBUMU MAXTHAYIAMU MA BIOMUBAHHAM KOULMIE.

Knrouogi cnosa: ¢hinancosuti monimopune, pinancosa 6esnexa, 6AHKIBCoKULL HA2T0, MINCHAPOOHI CmMandapmu, IHAHCO8I

npagonopyuleHHt.

Introduction. In the context of economic instability,
which is exacerbated by both external and internal factors,
the financial monitoring system plays a critical role in
ensuring the sustainability of the state and preventing
financial abuse. Such violations can not only negatively
affect the economic situation in the country, but also pose a
threat to its national security.

Given the constant changes in the legislation governing
financial monitoring, itis important to study the mechanisms
of interaction between financial market participants — both
banking and non-banking institutions — in fulfilling the
requirements of national and international regulations. An
analysis of these processes allows us to identify existing
shortcomings and develop effective methods to address
them.

Literature review. The issues of improving financial
monitoring in Ukrainian banks and assessing compliance
risks have been widely reflected in scientific research.
In particular, Vovchak O. D. and Yendorenko L. O. [1]
analyse internal control instruments in the banking system,
focusing on modern compliance challenges.

The regulatory and legal framework for financial
monitoring is set out in the Law of Ukraine No. 361-1X [2],
which is a key document in the field of combating
money laundering. In the international context, the FATF
recommendations and reports [4], as well as OECD
publications [3], which define risk assessment standards
and methodologies for preventing financial crime, play an
important role.

Researchers pay considerable attention to international
experience and risk assessments at the national level [5],
which allows adapting global practices to Ukrainian
realities. The work of O. Smaglo [6] reveals the functioning
of financial monitoring in Ukraine, in particular, through
the prism of interaction with state institutions.

The issue of protecting the rights of financial services
consumers in the context of financial monitoring is covered
in the manual by Plotnikova M. V. and co-authors [7],
which presents European approaches to regulating the
financial services market. Gladush V. O. [8] focuses on the
need to adapt the banking system to European monitoring
standards.

Kozlova Y. S. [9] analyses the administrative and legal
status of the National Bank of Ukraine as a subject of state
financial monitoring, revealing its structural construction
and functions.

Practical aspects of the functioning of financial
monitoring are presented on the official web resources of
the National Bank of Ukraine [10; 11; 13; 14], as well as
the State Financial Monitoring Service [12; 15], which
contain statistical information, analytical reports and
regulatory documents. In particular, the annual report
of the State Financial Monitoring Service for 2024 [15]
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reflects in detail the results of international cooperation and
risk assessment for the reporting period.

Methodology. A comprehensive approach was used to
assess the effectiveness of financial monitoring in Ukraine.
First of all, a detailed analysis of the legal framework
governing financial monitoring was carried out, which
allowed us to identify the peculiarities and potential gaps
in the legislation that may affect the effectiveness of the
system.

The NBU's performance is assessed using analytical
methods that allow not only to examine the regulatory
framework but also to determine the level of compliance
with the regulatory norms by the NBU itself and entities
under its supervision.

The main part. Ukraine is experiencing an aggravation
of problems related to the strengthening of informal
economic processes, growing social instability, weakening
of state control over the financial system, and a decrease
in public confidence in government agencies and financial
institutions. In addition, in the context of martial law, there
is a risk of establishing ties with international criminal
groups, which facilitates the legalisation of illegal proceeds
and the financing of terrorist activities [1].

To improve the effectiveness of the fight against
financial crime, Ukraine is actively developing its financial
supervision system. In particular, in 2020, the Law ‘On
Prevention and Counteraction to the Legalisation of the
Proceeds of Crime, Terrorist Financing and Financing of
the Proliferation of Weapons of Mass Destruction’ was
adopted [2].

The law clearly defines the requirements for primary
financial monitoring entities, including banks, non-bank
financial institutions and other financial service providers.
They are obliged to identify customers, analyse sources
of funds, monitor suspicious financial transactions and
transmit relevant information to the State Financial
Monitoring Service of Ukraine (SFMSU) [6].

In addition, the legislation provides for the possibility of
blocking or freezing financial assets in case of reasonable
suspicion of their illegal origin or potential use in criminal
schemes. This significantly strengthens anti-money
laundering measures and is an important tool of financial
control.

Also, the implementation of international standards
plays an important role in the fight against financial crime.
The main global regulator in this area is the Financial
Action Task Force (FATF) [3].

This organisation develops recommendations
to prevent illicit financial flows, including terrorist
financing. The FATF analyses the latest threats,
including financial flows related to terrorist groups,
human trafficking, money laundering through complex
offshore schemes, etc [4].
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Apart from international FATF recommendations,
Ukraine is actively implementing national and international
strategies to minimise money laundering risks. One of the
key tools in this area is national risk assessments, which
allow identifying the most vulnerable economic sectors
and directing resources to protect them [5].

The effective implementation of international financial
monitoring standards depends on the clear coordination
of all financial market participants. Banks and other
financial institutions are obliged to monitor suspicious
transactions, conduct thorough customer due diligence
and ensure transparency of financial transactions. This
creates an early warning system, which is a key element
in the fight against financial crime at both the national and
global levels.

In addition to the FATF, the standards developed by
the Basel Committee on Banking Supervision and the
Organisation for Economic Co-operation and Development
(OECD) play an important role in international financial
regulation. These organisations implement standards
for managing financial risks, combating tax evasion and
ensuring due diligence in banking activities [7; 8].

An analysis of Ukraine's banking system has shown
an increase in the number of financial crimes in this area.
Some bank employees, in order to enrich themselves,
facilitate the illegal use of funds by assisting participants in
fraudulent schemes to legalise shadow financial flows and
withdraw capital from the country. Such actions contribute
to economic instability.

According to official data, in 2019, there were 77 banks
operating in Ukraine, but by 2024, their number had
fallen to 63. This trend demonstrates a gradual decrease
in the number of financial institutions, which may be due
to the liquidation of insolvent banks, stricter regulatory
requirements, or external factors, including war and
macroeconomic instability. The number of banks with
foreign investments has also decreased: in 2019, there were
37 of them, and in 2024, there were 27. That is, this figure
has decreased by 10 institutions over five years, which
indicates a decline in the activity of foreign investors in the
banking sector of Ukraine (Figure 1).

The National Bank of Ukraine applies various
enforcement measures to financial institutions that do not
comply with the requirements of the applicable financial
monitoring legislation. According to the NBU Board
Resolution No. 106 dated 28 July 2020, the regulator
is authorised to take measures such as issuing written
warnings, imposing fines, revoking licences, and applying
other sanctions as provided for [9].

In 2024, the National Bank of Ukraine imposed
financial sanctions on a number of banking institutions for
violating financial monitoring rules, improper customer due
diligence, and non-compliance with currency legislation.

The largest fine was imposed on RVS BANK JSC —
UAH 135.15 million for violations in the field of financial
monitoring and an additional UAH 50 thousand for non-
compliance with the procedure for foreign exchange
settlements (Table 1).

The main violations that led to the imposition of
sanctions included inadequate control of high-risk clients,
ineffective risk management, provision of inaccurate
information to the regulator, and non-compliance with
foreign exchange legislation.

The imposed sanctions demonstrate that the National
Bank of Ukraine is strengthening its control over the
activities of financial institutions and requires strict
compliance with financial monitoring and risk management
requirements (Figure 2).

An analysis of the dynamics of the number of reports
submitted by financial institutions to the State Financial
Monitoring Service in 2019-2024 shows a significant
reduction in their volume. Thus, in 2019, the highest
level of reporting was observed: banks submitted
11,327,040 reports, and non-bank institutions —
110,334. However, in 2020, there was a sharp decline:
financial institutions submitted 4,675,432 reports, which
is almost 2.5 times less, and non-bank organisations
submitted 50,105 reports. Between 2019 and 2023, the
total amount of information provided decreased almost
eightfold.

However, the situation changed in 2024: The State
Financial Monitoring Service of Ukraine recorded a
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Figure 1. The number of banking institutions in Ukraine during 2019-2024

Source: compiled by the author based on data [10]
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Table 1
Financial sanctions against banks for violations of financial monitoring
Name of the bank Violation
a fine of UAH 15,051,000 for improper performance of obligations to implement enhanced due
JSC BANK ALLIANCE" diligence measures for high-risk customers and monitor business relationships and financial

transactions of customers.

JSC “Ukrainian Bank
for Reconstruction and
Development”

a fine of UAH 14,071,760.68 for improper organisation and conduct of initial financial monitoring,
including the lack of effective risk management and proper customer due diligence.

JSC “RVS BANK”
transactions.

a fine of UAH 135,150,000 for improper organisation and conduct of primary financial monitoring,
as well as a fine of UAH 50,000 for non-compliance with the procedure for settling foreign exchange

Radabank JSC

a fine of UAH 2,000,000 for improper application of a risk-based approach in its operations.

Source: compiled by the author based on data [13; 14]
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Figure 2. Analysis of the dynamics of reports on bank financial transactions received
by the State Financial Monitoring Service in 2019-2024

Source: compiled by the author based on data [11]

significant increase in the number of reports on financial
transactions subject to monitoring [12].

Among the reports received, 80% (1.05 million)
were data on threshold transactions exceeding UAH
400 thousand within one month. The remaining 20%
(254,500) contained information on suspicious transactions
that could be related to money laundering, corruption
schemes, or terrorist financing.

Based on the analysis of the information received, the
State Financial Monitoring Service prepared 780 analytical
materials, which were submitted to law enforcement
agencies. The total amount of detected suspicious
transactions was UAH 53.1 billion. Most of the materials
were submitted to the National Police of Ukraine —
223 cases with a total amount of over UAH 15 billion,
as well as to the Security Service of Ukraine — 218 cases
worth UAH 9.7 billion (Figure 3).

Ukraine's banking system demonstrates positive
development prospects and a sufficient level of capitalisation.
The graphical data shows a gradual increase in the core capital
adequacy ratio over the next three years, which indicates
an expected strengthening of the banking sector's financial
resilience. The resilience analysis confirms the system's
ability to withstand potential risks and maintain stability.

The outlook for bank capitalisation indicates that some
financial institutions need to raise additional funds to

o4

ensure uninterrupted operations. The main challenges they
face are related to low operational efficiency, high costs of
banking operations, and increased credit risks [17].

The Figure 4 allows to assess the financial strength
of banks by comparing their capitalisation with the
standards. Financial institutions must reach certain capital
levels by September 2024 and March 2026. In 2025, the
NBU plans to resume stress testing with macroeconomic
scenarios. The NBU is gradually winding down its anti-
crisis measures, which indicates that the financial system
is stabilising.

In 2023, the requirements of Regulation No. 351 for
verifying collateral and recognising debtors' defaults were
restored. New signs of default for legal entities were
defined, including the loss of assets or markets. By October
2024, banks must update and submit business recovery
plans to the NBU. Since 2023, operational risk has been
fully taken into account in capital calculations, and in
2024, liquidity and risk management requirements have
been tightened [11].

Since 31 August 2016, the National Bank of Ukraine
has been publishing monthly reports on its website on
enforcement actions taken against banks that have violated
financial monitoring requirements. The reports indicate
the type of violation and the sanctions imposed, which
contributes to the transparency of the banking system [1].
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Figure 3. Analysis of the dynamics of reports on bank financial transactions received
by the State Financial Monitoring Service in 2019-2023

Source: compiled by the author based on data [11]
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An effective compliance system in a bank is based on
the cooperation of the supervisory board, the management
board and a specialised unit. It ensures coordination
between structural units, information exchange and
consultations.

Successful banks create an independent compliance
unit, implement risk management and modern control
approaches. Internal compliance culture, monitoring
of standards and continuous training of employees are
key. This guarantees stability and competitiveness in the
financial market [1].

In 2024, with the support of the SFMSU and with
the assistance of international organisations such as the
UNODC, the OSCE and the Council of Europe Office in
Ukraine, a series of training events were organised on key
issues in the field of combating financial crime [15].

During the year, the SFMSU established contacts
with 84 foreign FIUs. As part of this cooperation, the
SFMSU sent 621 information requests to 60 FIUs and,
in turn, received 733 responses from 57 foreign partners.
At the same time, the SFMSU received 234 requests
from 49 foreign FIUs, to which Ukraine provided
318 responses, covering 50 financial intelligence
units (Figure 5).

The SFMSU continued its active international activities,
maintaining an effective exchange of information with
foreign financial intelligence units (FIUs) and global
structures working to combat money laundering and
terrorist financing.

The active international cooperation of the State
Financial Monitoring Service of Ukraine helps to
strengthen the global financial supervision system,
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Figure 5. International cooperation of the State Financial Monitoring Service of Ukraine
with the FIUs of other countries

Source: compiled by the author according to [15]

ensuring timely response to threats and effective detection
of illegal financial transactions.

There are two main models in the field of preventing
and combating money laundering: European and American.
The European approach is characterised by more lenient
regulation: banks are not required to inform the relevant
authorities of every financial transaction that exceeds a
certain threshold. Reports are submitted only in cases
where the transaction is reasonably suspicious [16].

The American system, by contrast, is stricter. In the
United States, financial institutions are required to report
all transactions exceeding USD 10,000, regardless of
whether they appear suspicious.

Modern technological changes actively influence the
development of monitoring systems that penetrate all
spheres of public life. Primary monitoring serves as the
main mechanism for collecting information used to make
management decisions. Its effectiveness depends on the
accuracy, speed and completeness of the data [17].

In the period 2020-2024, there were positive
transformations in the activities of financial monitoring
entities, in particular in the field of digitalisation. While
in 2020, only 40% of entities used electronic tools,
in 2024 this figure reached 85%. Investments in the
development of monitoring systems in 2024 totalled
UAH 950 million, which confirms the interest of the state
and business. The number of institutions using Big Data
technologies has also increased significantly, from 20%
to 75%.

This approach provides a deeper analytical level and
effective solutions. The overall efficiency of monitoring
activities increased from 60% in 2020 to 85% in 2024. High-
tech tools have a positive impact on the speed of information
processing. The introduction of artificial intelligence plays
a separate role, improving forecasting accuracy. Al is
particularly effective in environmental monitoring, where
it helps to predict possible environmental risks. Together,
artificial intelligence and big data technologies form a
new standard for the quality of information analysis in
monitoring systems [17].

56

Financial institutions today face the need to modernise
their risk management approaches to meet new regulatory
standards. With the outbreak of full-scale aggression
against Ukraine, the national financial intelligence agency
changed its focus and strengthened cooperation with
international organisations.

One of the priorities was to facilitate the expulsion of
Russia from the FATF and its inclusion in the blacklist.
Coordination with MONEY VAL and the Egmont Group
is being actively established to put sanctions pressure on
the aggressor state. Much attention is paid to cooperation
with regional FATF structures, such as the APG, to ensure
the international isolation of Russia [18].

A separate vector of work is joint investigations with
foreign F1Us, cooperation with financial regulators and the
cryptocurrency community to counteract Russian business
activities. It also blocks the financial assets of collaborators,
analyses transactions, transfers data to investigative
authorities, and participates in international initiatives
such as the Task Force. The National Risk Assessment
and analysis of threats posed by Russia to global financial
stability are being conducted [18].

The full-scale war has introduced serious complications
into the financial monitoring system, exacerbating existing
risks. At the same time, the development of digital
technologies, tighter regulation and close international
cooperation make it possible to effectively combat financial
crime. To maintain financial security, it is important to
continuously improve these mechanisms and respond
promptly to new challenges.

Conclusions. Financial monitoring is an effective
mechanism in the fight against money laundering.
However, its effectiveness depends to a large extent on
the quality of the implementation of appropriate control
measures by banks and other financial institutionsThe
National Bank of Ukraine plays a key role in financial
monitoring. As the central financial supervisory
authority, it develops regulations for primary control
entities, analyses the activities of banks and non-
bank financial institutions in the area of preventing
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money laundering and terrorist financing, and conducts
independent audits.

Ukraine is actively integrating international standards in
the field of financial monitoring aimed at combating money
laundering and terrorist financing, gradually adapting its
legislation in accordance with the recommendations of
international organisations such as the FATF, the OECD
and the Basel Committee.

The financial monitoring system in Ukraine continues to
evolve to adapt to the wartime environment. The reduction
in the number of banking institutions and their branches is
evidence of the process of cleaning up the banking sector
and gradually bringing it into line with European standards.
However, financial crimes remain a serious challenge, as
fraudulent schemes and money laundering operations are
often carried out with the participation of bank employees.
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